SEGR’\ New FTP Customer Setup Guide

Welcome to Segra’s FTP Feed Service Setup Guide. This guide should be followed to ensure your connection to the
FTP servers is setup securely.

The table and sections below show the information needed to connect successfully to the Segra FTP Host.

FTP Information Table

FTP Information
FTP Host ftp.invoice.segra.com
FTP Port 22
Protocol SFTP
Authentication Method SSH Key
File Retention Period 12 Months

FILE RETENTION PERIOD

Please be aware ftp.invoice.segra.com will have a file retention policy that will remove files monthly that are older than
12 months. This policy will help maintain the server's performance and availability for delivering files to our customers.
If you wish to keep a longer history, please save files older than 12 months to a location of your choice outside of the
FTP site.

SSH KEY AUTHENTIFICATION
What is SSH Key Authentication?

SSH key authentication is when a key pair is used for authentication instead of using a password. The SSH key pair
consists of the two key files below.

®  Public Key - Think of this file as a lock for your FTP account. It will be copied to the FTP server and
configured as the lock on your FTP account.

e Private Key - Think of this file as the key for the lock. It will be used by your connection to identify you
and unlock your FTP account (login) so you can access your files.

You will set your private key in your SSH/FTP client connection used to access to your FTP account. The below
diagram gives a simplistic view of how this process works.

) o gl | Server checks that the private |
c to aut with their privatekey i key matches with the public key |
i (can unlock it) on customer's |

; FTP account

Server allows connection or rejects it based on the

¢ customer's private key check being valid.

Customer's PC using FTP client Segra FTP Server
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Why is Segra using SSH Key Authentication?

SSH Key Authentication is more secure than using passwords. Password authentication has many issues from the
password being weak, being cracked with brute force attacks or simply someone guessing it. The list of issues
using passwords can go on. When using SSH keys, the only way someone would be able to authenticate to your
FTP account is if they have a copy of your private key file. It's in the best interest for Segra and you (the customer)
to use SSH key authentication to protect the server and its files from unauthorized access.

How to use SSH Key Authentication

The SSH keys pair files must be Need-to-Know
created by you. The reason for e Never share your private key with anyone who should not have it.
this is to s0 you as the customer e Never email your private key even if it is someone who needs it.

are the only one who has the
Y e Keep your private key in a safe location that is backed up and is not

key to unlock your account. No : - <
one at Segra should ever have accessible by anyone not authorized to have it.

your private key. e  Segra personal will NEVER ask you for your private key. If they do,
tell them no and report it to Segra.
e If you believe someone unauthorized may have got access to your
private key, contact Segra support as soon as possible to set up a
new key.

CREATE PUBLIC AND PRIVATE SSH KEYS

You can create SSH keys using several methods and tools. In this guide we will use a tool called Putty that can be
downloaded for Windows using this link: https://www.puttygen.com/download-putty#PuTTY for windows. You can
download the 32bit version if you're not sure if you have a 64bit PC.

Install PuTTYgen Application (After Downloading)

Step 1
Double click on the Putty installer msi file you downloaded from their site.

A Name

v Today (1)
i3 putty-64bit-0.80-installer.msi

Step 2
Click "Next" on the Setup window.

Welcome to the PuTTY release 0.80
(64-bit) Setup Wizard

‘The Setup Wizard wil install PUTTY release 0.80 (64-bit) on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.
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Step 3
Click "Next" on the Destination Folder window.

# PuTTY release 0.80 (64-bit) Setup -
Destination Folder
Click Next to install to the default folder or dlick Change to choose another.

Install PUTTY release 0.80 (64-bit) to:

IC:‘Program Files\PuTTY\

| ooe.. |

Step 4
Click "Install" on the Product Features window.

3 PUTTY release 0.80 (64-bit) Setup - X
Product Features
Select the way you want features to be installed.

Install PUTTY files

Add shortcut to PUTTY on the Desktop

Putinstall directory on the PATH for command prompts
Assodiate .PPK files with PUuTTYgen and Pageant

This feature requires 5722KB on your hard drive.

V4
(o [ Oa® o]

Step 5
Click "Finished" on the completed install window.

1 PUTTY release 0.80

(64-bit) Setup -

Completed the PuTTY release 0.80
(64-bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

[ view README file

/
Back Cancel
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Generate Keys using PuTTYgen

Step 1
Click on the Windows start button on your desktop taskbar and search for "PuTTYgen".

Al App

Best match

.+ PuTTYgen
" A

£ puttygen

Step 2
Make sure the "RSA" parameter is selected and the "Number of bits generated for the key" value is 2048. Next,
you can click on the "Generate" button to start the key creation.

& PuUTTY Key Generato

File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair > Genente
Load an exiting private key fie Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
@RSAe—  ODSA OECDsA OEdDSA O 55H-1 (RSA)
Number o bits in a generated key: —_—

During the key generation, follow the instructions to move your mouse pointer randomly within the blank area of
the window to help generate a more random key based on your mouse pointer locations.

Move mouse pointer randomly in this blank area
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Step 3 (Optional)

You can set a key password if you want on the generated key results window. This is not required and is optional.
By doing this, it will require you to enter a password when you authenticate with your private key. This is useful if
someone unauthorized gets a copy of your key. They won't be able to use it without this password. If you do
decide to use a password, do know that Segra does NOT have the ability to reset your private key password if its
lost. You will need to generate a new key if lost.

File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys fie:

ssh1sa ~
| AAAAB3NzaC Tyc2EAAAADAQABAAABAQCFQuYX3xSNouz TeSigwl YW X XCXFEdn2snygmwr6NDrw Xidbe SbX

M2mEBr6iZMdUxd5DZGBShaV+0SCigO2IYXFEHDeKa3z 3ndOAWITZLe
+2h A BEN62IE8V/codyx3vVn/ TtA,bi 1 Yb8PedhDLuBsHmWg +ACHoMESWB/myuhu/
+SR1PICIZS0TICBMARXCGCYkd1YyJzNUOG5MmLZ5gT v
Keyfingemrnt:  [ssh+sa 2048 CIBN1 TKoViuP ]
Key comment:  |rsakey20240105 ]
Key passphrase: | |
Confim passphrase: | ]
Actions

Generate a public/private keypar  Optional key password Generate

Load an existing private key file Load

Save the generated key Save publc key Save private key

Parameters
Type of key to generate:
@RSA

ODsA (OECDSA (O EdDSA (O SSH-1(RSA)
Number o bits in a generated key:
Step 4

Click on the "Save public key" and "Save private key" button to save your key files on your computer. Its
recommended you backup your private key in a safe location that cannot be accessed by unauthorized users.

File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:

sshsa ~
|AARAB3NzaC Tyc2EAAAADAQABAAABAQCFQuYXJoxSNouz TeSigmi YW X XCXFEdn2snygmwrSNDrwXidbe SoX
xdI5DZGBShaV+-09CIg02IYXFEHD: HZ23n40AWIITZLje
+2hABEN762EBV/codydx9vVin/TtA/obj1 Yb8PechDLuBsHWg+ACHo MBI SWB/nyufhu/

+SR1PICIZS0TICBMAFRhCGC Yk 1 YyJzNUOBvSMmLZ5gT v
Keyfingerprint: [sshrsa 2048 SHA256:IM33p+CIBN1200uNsdyuAa5E Db EROVITKo VP Viv ]
Key comment [rsakey-20220105 ]
Keypassphrase: | ]
Confirm passphrase: | ]
Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save publickey Save private key

Parameters

Type of key to generate:
@RSA ODSsA (OECDSA (O EdDSA O SSH-1(RSA)

Number of bits in a generated key: 2043

Step 5

Send the public key file via the form on the landing page where this document was downloaded (QR code below) or
to billingsupport@segra.com. Do NOT send Segra your private SSH key file. Remember, this is your key that
only you should have. If you send the private key by accident, then you will need to generate a new key.

While submitting your public key, you will also be asked for the
following information:

First and Last Name
Email
Phone
Company
Account Number
FTP Username Requested
Public SSH Key
a. Type of FTP Feed (Select all types that apply)
b. Call Detail Records
c. Data Records
d. Invoice Data Records
8. File Type (Select all that apply)
a. Csv
b. PDF

Nouhwhe
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Connecting to Segra FTP using your SSH Private Key

You can connect to your FTP account using your private key after Segra has configured your public key to your
account. You will receive an email notification once the account has been set up. Use an FTP client of your
choosing. In the examples below, we will be using WinSCP.

Step 1

Set up your connection to the new FTP host ftp.invoice.segra.com, using Port number 22, File protocol SFTP and
your FTP Username login. Click on "Advanced" button.

Session
File pron;ﬁ/
SFTP v

Host name: Port number:

lﬁz:.lnvolce,segra‘com‘ ‘T\ 23 ‘

User name: Password:

| \

Cancel Advanced... |v

Step 2

On the advance settings, go to "SSH—Authentication" in the left menu and set the "private key file" path to save
on your PC. Click "OK" to close window.

Envromment [loypess autentication entrey
‘‘‘‘‘‘‘‘‘‘
il Authentcation optons

Encrypton  Attempt authentcation using Pageant
e  Attempt keyboard-interactive' authentcation
o

Comection [ERespond with 2 password to the it prompt

Proxy

Tunnel Authentication perameters
s [ alow agent forwarding

Key exchance Private key fle:

Authent ¥

ot [C-UsersWichoomPocuments\y_prvate_key ook
Note

Disply PublicKey. Toos v

Certicate to use with the private key:
GssaPT
| Attempt GSSAPT authentication

[ Alow GssaP1 credential delegation

Coor v —_— Cancel Heb

Step 3

On the connection window, click "Save" to save your changes and then click "Login" to connect to the SFTP server
using your private key.

Session
File protocol:
SFTP v

Host name: Port number:
[fep.invoice.segra.com I 22

User name: Password:

[mfouser I \

save _ |v Cancel Advanced... |¥]

Login Close Help
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